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Introduction

Over the past 11 years, America has been haunted by senseless acts of terrorism.  Prior to this, we have been secure in our borders from such attacks and viewed them at a safe distance.  The shear magnitude and scope of September 11, 2001, the 2002 Anthrax attacks, and the Oklahoma City bombing have fundamentally changed the way emergency responders work.  As a nation, we must be prepared to meet these threats head on.  This paper stands as a testament to the brave and courageous first responders that often put themselves in harms way to save lives.  Often understaffed, underpaid and without the proper training or equipment, the First Responder amplifies our need for real heroes and the critical need to be prepared.
Gone is the time where the threats were horrific but simple.  A house fire, car accident, kidnapping, shooting rampage or natural disaster were some of the things first responders dealt with.  These threats have not gone away but have grown with the addition of terrorism.  Terrorism is a vast, multi-faceted enemy that can come in many forms.  There can be biological and chemical threats (Anthrax attacks), bombings (Oklahoma City) or hijackings (Pennsylvania, Pentagon and the World Trade Centers).  Terrorists have created an unknown realm of potential hazards for First Responders on the job.  Arriving at a bombing, for example, a fire department starts to put out a fire when hidden in a vehicle is an improvised explosive device (VIED) which goes off, meant to specifically kill or maim the First Responders as they arrive at the scene.  Before September 11, 2001, First Responders were not trained for the magnitude of destruction of the World Trade Center or the scope of the operation that then took place (“Final Report of the National Construction Safety Team on the Collapse of the WTCs” [NIST NCSTAR], Sept 2005).  This paper will attempt to discuss the lessons learned from past incidents, what we needed to do since September 11, 2001 and where we are today.  
Lessons Learned
The WTC event, Pentagon attack, Oklahoma City bombing and the Anthrax attacks all differed greatly.  The location of the WTC in downtown Manhattan made for a very difficult and highly complex scene to manage based on the number of responders involved and the overall scale of the incident.  The Pentagon’s location was a definite asset in facilitating such rapid response from the surrounding areas.  The Murrah Building had both urban location and isolation of site issues.  Due to the biohazard nature of the Anthrax attacks and the series of incidents involved, and subsequent spread over multiple jurisdictions, this proved to be difficult involving multiple issues with the time duration and situational awareness.  All of these incidents share the common distinction of having been large in scale, with multiple hazards, and involved many agencies.  
All these sites had the dual problem of not only being disaster scenes but also being crime scenes with ongoing investigations.  There was little to no training in crime scene preservation in regards to First Responders plus little precedent in dealing with terrorism.  The logistics of all these examples provided vast problems with management and coordination.  In the case of the WTC, when volunteers did arrive, (air traffic completely shut down, causing delays for personnel and equipment) many came without the right equipment, did not have equipment, or the equipment they had failed to work in the environment due to factors that could not possibly have been foreseen.  For example, SCBA’s and PPE’s failed when exposed to dust for long durations (The Interagency Board for Equipment Standardization and Interoperability, June 2004).  

At the WTC, one firefighter put it “We must reconsider the equipment and practices we use to protect ourselves.” (Protecting Emergency Responders, Lessons Learned from Terrorist Attacks, RAND 2002).  During the WTC and Pentagon incidents, some equipment worked well for short durations but failed miserably after long term usage.  Many of the volunteers sacrificed their own health due to the brevity of the situation.  Equipment was not properly cleaned and was reissued; there was a failure to give out proper equipment.  Many workers do not use equipment for the type of jobs they perform and this in itself caused health issues for the responders (construction workers for example).  SCBA became especially cumbersome and heavy causing problems in confined spaces and would hinder radio communications due to the noise it emanated.  This particular equipment would also reduce visibility for rescue efforts and made it difficult for hazard avoidance.  Many responders would discard the use of this equipment for the reasons stated.  Batteries or cartridges were not replaced in responder equipment per manufacturer guidelines due to lack of knowledge, poor logistics, and quick turn around of the equipment itself.  

First Responders were fatigued, and would not take care of injuries such as blisters.  Others would suffer heat exhaustion because the suits and apparatus’s they wore were hot.  Often they would put on wet clothes or equipment which would contribute to more injuries.  They often did not hydrate properly.  The responders would tend to self medicate their own injuries and want to get right back into the job at hand.  

Many factors contributed to the confusion of this large scale event.  There were problems conducting search and rescue, fire-suppression, shoring, and stabilization due to the extent of the damage.  The key component seemed to be the need for a logistical framework to provide equipment and supplies.  It became clear that moving personnel and their equipment, plus keeping track of who, what, and where, would need to be better planned for future large scale incidents.  Hurricane Katrina taught us that the communication system must be able to survive and be successful during a natural disaster before it can be used to coordinate response efforts (DoD and DoJ Stress Self-powered Communications, March 31, 2006).  It should be stressed that large scale disaster relief can be trained and practiced to coincide with terrorist attack incidents.  Both share some basic foundation for logistics and communication.
Communication is another element that is critical to response.  At the WTC, mobile and land-line phones in lower Manhattan were of no use and were either knocked out or overwhelmed with heavy call volumes.  Information critically needed to be provided to First Responders for their own health and safety was delayed in getting to them or not received at all.  For the Anthrax threat, the large scale and timeline of the attacks imposed a burden on logistics and manpower (Protecting Emergency Responders, Session 1).  

“Occupational safety and health hazards are associated with many emergencies, including structural fires and hazardous-materials spills.  The hazards encounter in responding to the terrorism incidents included fire, falling debris, explosions, burning fuel, hazardous materials, structures prone to collapse, heat stress, exhaustion, and repository irritants.  What made the responses to the Murrah Federal Building, the Pentagon and the World Trade Center more complicated was the presence of so many hazards, making them ‘multithreat events’.  Moreover, responders must be prepared for a host of additional potential threats, including secondary explosive devices, and chemical, biological and radioactive contaminants.  Such possibilities dramatically complicate both hazard assessments and personal protection requirements.  One special operations panel member said, ‘When you have all the hazards lumped together, nothing out there will [protect against] everything’” (Protecting Emergency Responders, Session 2).

Lastly, due to the overwhelming response at the Murrah building, WTC and the Pentagon, by private citizens – more problems were created.  Many volunteers would arrive at the scene with no equipment or radio.  They operated often outside of the Incident Commander’s span of control; they added to the confusion of the scene and became a huge problem.  Many private companies donated supplies such as water or lights to these incidents and the items would show up at different areas of the scene that were not appropriate or there was too much of one kind of supply vs. what was needed.  

After 911 – Our Plan of Attack
It became abundantly clear that the role of the First Responder had now changed and been expanded greatly.  Training would have to be given and modified to encompass large scale disaster/incident planning.  Additional personal protection gear would have to be purchased; other equipment shortfalls would have to be addressed.  SCBA’s would have to be made lighter, methods of decontamination of equipment would have to be improved. There was the need for new and improved cost affordable equipment.  The availability of PPE would need to be addressed.  

Crisis or logistics management would have to play a much larger role in effectively taking charge of and running operations of this magnitude.  Out of the Protecting First Responder Panel and the Final Report on 911 released by the 911 Commission, the following were the key efforts that were needed:

· Guidelines for PPE

· Define the appropriate PPE to be used based on the Disaster or Incident

· Outfit all First Responders at these events with the appropriate PPE as soon as possible

· Examine what barriers if any to equipment standardization or interoperability there are and work with the manufacturers to eliminate these

· Provide useful and timely information to First Responders on the scene regarding safety and hazards they might be facing

· Ensure First Responders are trained on their PPE at the scene and ensure they are aware of protective measures that may potentially save their lives during the incident

· Develop a structure that would allow for rapid and efficient scene control

· Well designed guidelines and protocols will significantly improve real-time on-site hazards

· All solutions must be practical to the First Responder

Of course, all this must also flow with cost.  Efforts must be made to make the above and new emerging technologies cost effective so all departments can have access to these or at least be able to develop some system of equipment sharing (Protecting Emergency Responders, Session 3).
Where We are Today
As with most great ideas, we were ready to implement everything all at once after the wake of 9-11.  However, funding shortfalls, the public’s interest now being consumed by high oil prices, and the war in Iraq, has left us not a whole lot better off.  There is no better example that I can use other than Hurricane Katrina.  Communication and logistics are still a problem on a large scale.  Staffing concerns, budgets cuts and stress caused on the manpower that remains requires that departments must stretch the last dollar to cover a wide variety of issues that continue to plague the First Responder environment (IAFC.Org webpage, March 29, 2006).  The top three challenges for Fire Chiefs in a recent poll IAFC provided, cited that staffing, increased demand for service and funding were the 3 largest crisis issues for fire departments.  Training and recruiting followed close behind.  Since 9-11, Department of Homeland Security has come out with our National Response Plan (March 2006).  Which at the very least, provides the much needed organization and structure when dealing with multiple agencies at an incident.  Also the HSOC (Homeland Security Operations Center) was made to be the primary national-level multi-agency situational awareness and operational coordination center – which includes a federal and a regional level coordination component (DHS.gov webpage, March 2006).  The National Response Plan establishes an all-hazards approach to manage domestic incidents.  There is a large emphasis on local response.  

The InterAgency Board (IAB) for Equipment Standardization and InterOperability has developed a Strategic plan for chemical, biological, radiological, nuclear and explosives protection equipment standards.  This will provide for a minimum of First Responder standards of performance and interoperability requirements for equipment. ((InterAgency Board, March 2006).  FEMA has developed state and local guides (SLGs) for EOP (Emergency Operations Planning) and has developed courses online and in classrooms for First Responders to take – some courses are required.  There are assessments, exercises, smart practices and lessons learned underway.  Many meetings of First Responders, federal key components, scientists, local and state officials to run tabletop exercises and discussions, modeling what could happen and how the response would react and perform.  At the end of the day, we are still unprepared for Terror Attacks (Washington Post, March 30, 2006).  

Five years after the horrific events of 9-11, we still lack a strategic plan to guide the preparation or even how to spend the millions of dollars in Homeland Defense.  DHS is plagued with money problems, insider politics and hemorrhaging of employees and would require an entire other paper just to explain.  The oversight panel for the Senate Committee on Homeland Security and Government Affairs has conducted it’s own research into just where we are today and the answer is still not good.  The panel could not get definitive answers for our long-term plans for protecting the D.C. region as an example.  There is still argument over what state has what critical infrastructure(s) to determine what amount of money should be spent on preparedness.  My humble opinion is that we have spent the last five years conducting panels, providing strategies and guidelines but have not spent the money on the First Responders, staffing, training, and improving the equipment that will be needed when the next 9-11 happens.
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