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“Lessons taught but never learned, all around us anger burns.  Guide the future by the past.  Long ago the mould was cast.”  -- Neil Peart (http://en.thinkexist.com)
Forward

We started off meaning well.  In our defense, we have never experienced anything like 9-11 until, well, 9-11.  This one incident required a whole new way of thinking and planning that we had not previously thought of.  Suffice as to say there were other incidents that we may have had nightmares about and never thought we would have to deal with.  Columbine, made us rethink who our victims might be and that disaster planning must encompass mass school shootings.  The Murrah building in Oklahoma City, gave us pause that an American citizen could be our enemy.  Then of course there is Nature and no one can predict what nature wrath will bring.  New Orleans showed us that sometimes the fear is not what is apparent like Hurricane Katrina itself but something underlying like the failure of the levees and the complete communication breakdown between the state/local/tribal level and the federal government.  The directions, guides or blueprints that are out there did not work seamlessly and flawlessly.  Since 9-11 we have drilled, planned, formed committees, developed training, stood up new departments and agencies, given money, taken money back, published numerous Lessons Learned and reorganized.  With the fear of a widespread pandemic flu on the horizon we find ourselves just now developing exercises and planning.  Most citizens go to bed at night thinking the federal government will be there with a flu shot to protect them when in fact their savior will be as simple as a shelter in place, neighbors helping neighbors, and a whole heap of state and local help combined with telecommuting practices and closing of schools.  There are many facets of government and private industry that have practiced or have policies in place to support their workforce when this happens.  It’s not a matter of who or what, it’s a matter of when.  With all the paperwork generated, what have we learned and are we condemned to repeat the same mistakes again and again as we have done so throughout our long history?  Are there any shining lights of hope in the distance?  The is a resounding yes.
We Pay A Lot of Lip Service

Leadership is the first to stand up on it’s soapbox and proclaim “we will find the resources to pay and rebuild” after an incident or disaster happens.  Unfortunately Americans are very short sighted.  We have limited attention spans and after such incidents as 9-11, we very actively engage our leadership to solve our problems.  They all too willingly comply because the public votes and they are politicians.  What potential candidates campaign after September 11, 2001 would dare run on a platform of “hey our system worked great – lets not change a thing”.  This does not win elections plus it does not line departments with power and money.   
The Road To Hard Decisions

As a country that enjoys as many freedoms as we do, logistically it can be a nightmare to navigate the political entanglements that get in the way of any agency especially when it is state/local/tribal vs. the federal government.  Lessons Learned from Hurricane Katrina exposed the same lessons we should have learned after 9-11.  For example, the management of federal response, our command and control mechanism and our existing plan structure did not do a good job and failed us miserably (Lessons We Didn’t Learn, July 2006).  What is interesting is that this problem was much worse during 9-11 in New York then in Northern Virginia.  What truly worked well was that Arlington County Fire Department, local law enforcement and the Pentagon’s security all worked well together despite the overwhelmed communications lines and multi-agency involvement (Interview with John Morrison – 2006).  

During the response to the Oklahoma City Bombing,  the management system and Incident Command System (ICS) were rapidly overwhelmed with the response from numerous state, local and federal agencies.  There were three separate locations of the Incident Command Post (ICP) itself which caused a large amount of confusion (Lessons Learned Oklahoma City Bombing).  

Our National Response Plan is an all hazards, all discipline approach that “establishes a single, comprehensive framework for the management of domestic incidents.  It implements the National Incident Management and provides the structure and mechanisms for the coordination of federal, state, local and tribal response” (National Response Plan Brochure).  It does in part address some past Lessons Learned such as communications, leadership structure, common terminology and duties.  The problem is that it works well to some extent at a local/state/tribal level.  Quite honestly I think most of our failures have not been at this level.  The local/state/tribal responders are our first line of help and aid (Morrison).  They must work well together.  It gets murkier during incidents like Hurricane Katrina when states must exercise their out of state agreements (MOA – mutual aid agreements) for supplies and assistance.  There is a large gap between the federal/national level to the state/local/tribal level.  This gap is being worked on by people such as myself, who try to weed through the existing guides and standards and try to narrow this gap to a manageable level.  It if fraught with political roadblocks, virtually no funding and a government that continues to shift its priorities based on whatever public opinion is at that particular point of time (On a Slippery Slope, Repeating Negative Patterns, 2005).  

Until recently, FEMA used to do a pretty decent job of managing various agencies and local assets and personnel.  Unfortunately FEMA is now so wrought with political infighting and is under the Department of Homeland Security.  FEMA is also again, undergoing internal reorganization.  DHS has zero ability to enforce anything.  It is a department that President Bush did not want (Morrison).  In the aftermath of Hurricane Katrina, FEMA was targeted to take most of the blame.  The responder I interviewed and the research I read agreed that while FEMA did have it’s faults and should shoulder some of the blame, mostly the blame should have been shared by the Governor of Louisiana and President Bush.  This is the same problem that is repeated incident after incident when there is a federal/national need of large scale vs. local/state/tribal and how our laws work (Katrina and the Core of Challenges, 2006).  The chain of command for who makes critical decisions and when is murky and unclear between the federal government and state/local agencies and departments.  
The shooting at Columbine stretched the responders to their limits in Middleton, Co.  Lessons Learned from the Middleton Fire Department, describe the breakdown of providing inadequate protection to the first responders, means to identify first responders and the use of family members who are first responders but have family involved in the immediate incident.  There was also a mention of common jargon between the various responders that needed to be developed (Wanton Violence at Columbine High School, 1999).

After the Washington DC sniper shootings, the Lessons Learned observed several operational and technical issues that needed to be learned.  Among these were the use of plain language translation over radio communications, lack of interoperability hindered several teams, and communications equipment training played a key role for law enforcement (Washington DC Area Sniper Shooting, 2003).  

“The anthrax attacks in the fall of 2001, the U.S. government significantly increased its commitment of resources and its efforts for biopreparedness. Some observers of the anthrax attacks may downplay the event, given the relatively small burden of illness and death that resulted (22 cases, 5 deaths) compared to the potential impact from alternative methods of dispersal of weaponized anthrax. However, the U.S. government incurred significant costs associated with the attacks, which effectively created terror”.   Lessons Learned unveil that the nation still suffers from lack of information sharing and planning with a means to evolve and improve a national plan for managing “risks for even a single biological agent, and remains far from a national health surveillance and biodefense system” (Thompson & Armstrong, Bays, Bugs and Bioterror, 2005).

NASA is another good example of not implementing Lessons Learned and internal political issues that got in the way.  The problem with the o-rings for Challenger was an actual known problem  This information of 90% failure was sent to the ranking officials at NASA from the engineers who had conducted the tests.  Several problems resulted in this information not being acted upon.  First the language of the information did not clearly spell out the inherent danger because of the fear internally of losing employment.  Secondly, the information was faxed and receipt not confirmed.  Finally no one would sign their name to the fax.  When the accident with Columbia occurred – it was also a known problem about foam.  Again, information known but was not acted upon due to the internal political climate (Malik, Rembering Challenger, 2006).
What We Have Learned

What made the Pentagon’s response different from New York were several factors.  First, New York was a much larger incident to manage with personnel and civilians and secondly, the responders in Virginia work together daily.  Because Secret Service must work with local law enforcement when the President travels to close roads and must provide an additional level of  protection, and the work to secure other highly visible infrastructures and employees of the government, EMS and responders work together with various federal agencies.  This is a lesson that needs to reach all facets of the United States (Rubin & Tanali, 2001, The Terrorist Attacks on September 11, 2001).  

The United States Coast Guard (USCG) is a department that does implement it’s Lessons Learned.  In fact, after Hurricane Katrina it was one of the only arms of the government that escaped criticism.  The USCG’s mission is smaller in scope then most federal agencies and departments but they have a structure that worked well in a major disaster.  The standardization of practices, planning and operational principals served the USCG well.  “The USCG promotes principals of leadership and accountability, whereby personnel are trained to take responsibility and action, as needed, based on relevant authorities and guidance”.  It is clearly this defined mission and guidance that drives their success.  By providing the necessary training, equipment and resources to its personnel the USCG is a shining example of what works (GAO Report, USCG Observations on Preparedness, 2006).

FEMA is trying to turn it’s reputation around and build upon Lessons Learned.  There are several areas that FEMA has acknowledged that it needs to fix.  Tracking assets and knowing where to pull those assets from is just one area.  Another is that FEMA largely depends on a volunteer/civilian temporary hire program that needs local population support that all but disappeared during Hurricane Katrina.  Focusing on how to keep temporary workers and volunteers trained universally and focused on FEMA’s mission is a huge obstacle to undertake (Morrison).  

Many of the local/state/tribunal first responders such as fire departments, medical staff, and law enforcement agencies are recognizing the need to not only work well with each other but reach out to other states – helping each other.  Exercises in tri-state areas or regions are underway to drill for the future (Lessons We Didn’t Learn).

What We Must Learn


We still have a long way to go.  “As incidents escalate progressively in front of us, we build and add systems.  We do this naturally.  But what happens when the incident starts out big and requires a large system right out of the gate?  We don’t know how to handle instanteously large, complex incidents.  We go in thinking ‘I can handle this.’  We don’t go in thinking ‘I’m overwhelmed from the get-go’.”  We need to change how we train and exercise.  This must filter down to the lower ranks.  We must have a national repository of data, lessons learned, after action reports (AARs) instead of a few spread all over (GAO Report, Catastrophic Disasters, 2006).  How do we vet these Lessons Learned?  What corrective action needs to be taken?  How do we get this information into the right hands of the decision makers to make it happen?  There should be some type of incentive(s) to “Institutionalize the Lessons Learned process at all levels of government”.  We cannot afford to repeat our mistakes and recognize it is hard to learn them.  We must have a vertical commitment from the top down (Slippery Slope).
“You can’t fix all the wagons locally, but if the wheels fall off FEMA’s wagon, the system fails.”—(Homeland Security Affairs, VOL II No.2, July 2006)



Finally, if we have the NRP/NIMS we must have support at the federal/national level to facilitate the belief that this management system works.  Many in DHS and other agencies are under the impression that NIMS does not work at that level (Morrison).  If this is the case, should there be another management system built specifically for federal/national response with a direct tie-in to the state/local/tribal level?  If we can’t train and understand what we already have, does it make sense to build another set of rules and standards to abide by if we don’t even understand the first?   The news is not all bad.  We have seen what has worked and we have implemented some of these lessons.  We just need to look at the ones we repeatedly make (GAO, Catastrophic).


“While much of the publicity regarding Hurricane Katrina has focused on what did not go well in connection with the governments’ activities, there are notable exceptions. For example, the National Weather Service and the National Hurricane Center provided accurate forecasts of the time and location of Hurricane Katrina’s landfall, accompanied by warnings of the hurricane’s potential destructive force. Dedicated and heroic efforts by many, including local first responders, hospital personnel, the U.S. Coast Guard, the National Guard, active duty military troops, and volunteers saved thousands of lives. Federal agencies such as the Postal Service, the Social Security Administration, the National Finance Center, the Forest Service, and the Internal Revenue Service demonstrated their flexibility and adaptability, responding to Katrina's challenges. Many states sent supplies, first responders, National Guard personnel, and other resources to assist the areas hardest hit by the disasters.” – (GAO Report – September 2006 Catastrophic)
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