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“To secure ourselves against defeat lies in our own hands, but the opportunity of defeating the enemy is provided by the enemy himself.” – Sun Tzu, the Ancient Art of War
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Private and Public sectors have been working together for some time in terms of Critical Infrastructure.  It is not a new term but to the public, it is.  Ever since 9-11, focus has shifted to protection of our Critical Infrastructure and Key Resources (CI/KR).  What are they, who is responsible for their protection and how are we going to protect them?  Since 9-11, the public and government have been awakened to the possible impacts of living without one of the basic necessities we have come to expect and very grossly depend upon.  Things like water to drink, or gas for heat, communications for emergency response.  You can see the list could grow quite rapidly.  Our economy and or way of life depends on making the protection of CI/KR our top priority.  

There is a daunting task of many federal departments and agencies, State, local, and tribunal, and both the public and private sector working together to identify what is indeed critical and key and what in non-critical.  Once this list is establish, vulnerability assessments must be made and methodologies used to establish the correct Physical Protection System (PPS).   


This paper will explore the history of CI/KR, the policies that are in place, and who is responsible for protection.

“Certain national infrastructures are so vital that their incapacity or destruction would have a debilitating impact on the defense or economic security of the United States.” - Executive Order 13010
President William J. Clinton
July 15, 1996
What are Critical Infrastructure and Key Resource Sectors?


The National Infrastructure Protection Plan (NIPP) and the next version of the National Response Plan (NRP), currently in draft form, is due out later this month and will include identify 17 Critical Infrastructures and Key Resource (CI/KR) sectors.  These are (Fact Sheet: National Infrastructure Sector Specific Plans, DHS.gov):
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Agriculture and Food

2. Banking and Finance

3. Chemical

4. Commercial Facilities

5. Commercial Nuclear Reactors, Materials, and Waste

6. Drams

7. Defense Industrial Base

8. Drinking Water and Water Treatment Systems

9. Emergency Services

10. Energy

11. Government Facilities

12. Information Technology

13. National Monuments and Icons

14. Postal and Shipping

15. Public Health and Healthcare

16. Telecommunications

17. Transportation Systems 

"We no longer mobilize for war the way we used to. Everything depends on critical infrastructure—soldiers fly out on United Airlines and we use 
Federal Express. It's so intertwined in how we live that it's a
 national defense issue." 
– National Strategy for Physical Protection of 
Critical Infrastructure and Key Assets, 2003


What is Critical Infrastructure?



Critical Infrastructure refers to physical and computer-based systems that are essential for the economy and government to continue it’s operation during times of crisis.  Before 9-11 most of these assets had very little interdependencies.  Post 9-11 systems have become interlinked and increasingly automated.  To address the vulnerabilities of these systems and assets, many players must participate and have methodologies and approaches in place.  The problem is massive and spans public and private sectors, both national and international interests.  


“Our nation's infrastructure needs are tremendous, and they're growing.” 
- Bill Lipinski
What is Critical Infrastructure Protection?



Wikipedia defines Critical Infrastructure Protection (CIP) as “the study, design and implementation of precautionary measures aimed to reduce the risk that critical infrastructure fails as the result of war, disaster, civil unrest, vandalism, or sabotage.”  In the wake of post 9-11, the threats to our nation’s critical infrastructure have become quite real.  

This type of protection is not done by using any intelligence collection method, it also does not “require any unique integrated intelligence function.” (Taylor & Francis, 2006, Critical Infrastructure, CRC Press)  It depends on analytical methodologies that are developed to assess vulnerabilities, and perform an analysis of risk “relative to the structure that is being protected.”  One example of this type of methodology is Penetration testing using tiger teams or red teams who basically attempt to break in.  This is used in the cyber world quite often.  CIP can include people, physical assets, and communication (cyber) systems that are necessary for “national, state, and urban security, economical stability, and public safety” (Critical Infrastructure, 2006).  


The definition of Infrastructure has changed even within the past 20 years.  It use to mean the nation’s public works.  When the growing threat of terrorism increased in the mid 1990’s, it was then redefined more in the context of national security. (Critical Infrastructure, 2006)  The National Strategy developed the governments working definition of Critical Infrastructure.  DHS had a different definition of what was deemed critical.  It is hoped with the new version of the NRP due out this year that DHS will refine it’s definition to more closely resemble if not take in it’s entirety the definition worked out the National Strategy.  DHS must meet the challenge of cataloging the nation’s critical assets.  Private sector and government are often at odds with what constitutes a critical asset (Critical Infrastructure, 2006).  
“When you don’t invest in infrastructure, you are going to pay sooner or later” – Mike Parker

NRP, NIMS, NIPP, National Strategy, HSPD-5, How do all these Plans Relate?


Because of the complex nature of Homeland Security often there are many policies, directives, plans, and strategies that overlap or complement each other.  This is the case with CI/KR.  Usually plans are developed off a Homeland Security Presidential Directive (HSPD).  Here are descriptions of some of these directives and plans (Fact Sheet, Homeland Security and Public Health Q&A Information Sheet, naccho.org)
HSPD-5:  Directed DHS to lead the national effort to work with other Federal departments and agencies, State, local, and tribunal governments and develop the NRP and NIMS (Fact Sheet, naccho.org).  
NRP:  Is a “all-hazards plan that uses NIMS to provide structure and is the framework used to coordinate operations for potential or evolving threats.  The new version due out this month, will contain a CI/KR annex.  The NRP lists 12 Essential Support Functions which relate to CI/KR Sectors (National Response Plan, Critical Infrastructures and Key Resource Annex, DHS, 2007).
NIMS:  Is a framework used at all jurisdictional levels as a management tool to manage domestic incidents, regardless of size, cause, or complexity.  Core set of principals, terminology, policies were developed (Fact Sheet, naccho.org).  NIMS is basically the management of domestic (Critical Infrastructure, 2006). 
HSPD-7:  Directs DHS to coordinate with other Federal departments and agencies, State, local and tribunal governments, and private sector to develop a comprehensive integrated plan.  Mainly, this Directive stipulates guidance for identifying, prioritizing, and protecting Critical Infrastructure (Critical Infrastructure, 2006).
NIPP:  Directed by HSPD-7, this plan addresses the 17 CI/KR sectors mentioned earlier in this paper.  Main goal is to identify and address CI/KR at the various levels (Fact Sheet, naccho.org).
It don’t mean a thing if it ain’t got that swing…” – Ella Fitzgerald

Security Vulnerability Assessment (SVA)



One of the cornerstones of Critical Infrastructure Protection is the use of the Security Vulnerability Assessment (SVA).  The SVA is basically a risk assessment to provide “decision makers with the information necessary in determining and understanding factors that may negatively influence the operations and outcomes of an organization’s operational success”.  Most assessments include the following (Critical Infrastructure, 2006):
· Identify known threats

· Estimate threat occurrence

· Identify and rank value, sensitivity and criticality of operations affected

· Estimate losses should threat occur

· Identify actions to mitigate the risk

· Document


When a quantitative assessment is run, “the cost of implementing any countermeasures is then compared to the cost of replacing lost assets and information” – this will determine the cost-effectiveness of the proposed countermeasure.  A qualitative assessment relies on experience, expertise, and the judgment of those conducting the assessment.  The most effect form is a combination of both quantitative and qualitative approaches.  The below table ((Critical Infrastructure, 2006, p.149) shows a side by side comparison of the two approaches:
	
	Quantitative
	Qualitative

	Process
	Determine cost of assets

Estimate potential asset losses due to risk

Compare to mitigation Costs
	Determine information criticality

Determine impacts to information and service delivery

Perform cost benefits analysis on mitigation costs vs. potential damage

	Advantages
	Analysis is easy to follow and decisions are clearly justifiable
	Takes operations into account

Takes subjective issues into account

Pays more attention to information assets

	Disadvantages
	Wide margin for error in results

Difficult to represent effects on service delivery and information
assets as a number

Difficult to put cost on subjective assets such as reputation, and so on.
	Can reflect personal biases

Dependent entirely on the skills of the assessor (or assessment team)



There are many challenges associated with assessing risk.  The lack of reliable information poses the biggest threat to the outcome of an SVA.
Conclusion

There are several issues that must be solved before our nation’s Critical Infrastructures can be protected to a degree of safety.  First, there has to be a uniformed definition of what constitutes a Critical asset or Infrastructure and at what level – Federal, State, local, public and private sectors.  Second, the assets and infrastructures most be located and cataloged into a national database.  Third, SVA’s of all items in the database should be done.  Finally, it takes money and lots of it.  


The core mission of Homeland Security is to protect our country’s Critical Infrastructures and Key Assets against further terrorist attacks.  There are a myriad of physical protection challenges facing this task.  The nature of assets and infrastructures is complex at best.  The Government owns some, and the private sector owns most.  Yet all are vulnerable to attack.  The cost is high if we fail in this endeavor.  We as a nation are up against a “cunning, high adaptive, patient, flexible enemy.  We must arrive at an end state of protection of our most nationally critical infrastructures and assets” (National Strategy) - with timely warning.  We must have a united front in this mission or suffer the consequences.  
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